M-PESA CERTIFICATE

Instructions on applying and installing a digital M-PESA certificate
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INTRODUCTION:
The live M-PESA website URL is https://org.ke.m-pesa.com

This website is ONLY currently accessible on Internet explorer, Google Chrome or
Safari Browsers.

M-PESA Website is certificate based, this means that to be able access it, one is
required to have an M-PESA digital certificate installed on the computer they are using.

If you need to Login to M-PESA from a different PC at any time, you will require a separate
certificate installed on that PC. Follow the process outlined below on each PC to have
certificate installed on them. You can install the certificate on as many machines as
possible

The certificate can ONLY be applied and installed on windows operating system.

Each Certificate is Valid for 2 years from the time it has been installed unless the computer
has been formatted. Certificate application and installation if free and not charged.

If the Windows PC you are using does not have an M-PESA certificate installed, you
will receive the following error prompt when you try to access M-PESA website.

Q Internet Explorer cannot display the webpage e

MNhat vour can trye
What you can try;

| Diagnose Connection Problems |

Mare informa
») Nore Inic 3
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CHAPTER 1: APPLYING FOR A CERTIFICATE

1.0 Using Internet Explorer, open https://vmtke.ca.vodafone.com/certsrv

1.1 A pop-up requesting for a username and password input will appear as shown below
to access the Certificate Authority Website.

a) Username: kecertenroll
b) Password: xxxxx (This Password is Reset every week, to get the latest one, send an
email to M-PESABuUsiness@safaricom.co.ke or call 0722002222)

& Google - Windows Internet Explorer

€2 _ ) = |E nitpsi/ivmitke.cavodafone.com//certsry

Gap Faworites

+You Search Images

~ & [#r| x| [BA Googie

i_# Connecting... 5 -~ B - =1 dmm -

Maps Play YouTube MNews Gmail Maore -

Windows Security

Connecting to vmtke.ca.vedafone.com.

| kecertenroll |

—
|‘j e~ i !
\ Domain : SAFARICONM

] Remember my credentials

Adivan

[ o< Jf

Cancel |

NOTE: Having trouble with Login ®?

X3

A

X3

S

If you are unable to login to the site using the default account, select “Use another
account” and type the login credentials.

Ensure the date and time settings in your computer are correct.

DON'T tick “Remember my credentials” option as the password changes weekly

You can type in the password, if the password has special characters like #3$%@, be
keen to confirm on your keyboard where these keys are as keyboard versions vary.

If you are copy pasting, be keen to ensure you don’t copy a space after the password as
that will amount to an extra character.

If you input wrong password severally, if will time out and you get “You are not
authorized to view this page” error. If you do, just reload the page and retry.

If all of above is correct and you still cannot log in, you could have selected the
‘remember my credentials” hence it's remembering a wrong password. To resolve the
issue, click Start > Control Panel > Credential Manager>In the Credential Manager>Go
to Windows Credentials category The Vodafone website will be listed there>Click on it to
expand and then click on “Remove from Vault” to delete the saved password. Once
done, try to log on again.
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Once successfully logged in, the First step is to ensure that the certificate web site
is added in the compatibility view settings. This is available via the tools menu as

shown below;

5,7

@O' !g_ https//vmtke.ca vodafone.com/certsrv

_File Edit View Favorites m Help

i Favorites |93 - | @ vou

Vodafone MT KE 2009 - (

- & [ 4| x |8 coogie

Delete Browsing History...
InPrivate Browsing

Diagnose Connection Problems...

Ctri+Shift+Del
CtrlsShift+P | /

R~ -r= 4

Reopen Last Browsing Session

SSL Client Certificate 1nprivate Fitering CuteswiteF | ‘ )
‘ InPrivate Filtering Settings >

Check Existing Request: | vodafone

Pop-up Blocker »

View th¢

SmartScreen Fifter »

Submit New Request: Manage Add-ons
Name v Compatibility View

E-Mail : Compatibility View Settings Click on Compatibility
Co i view settings
mpany

| Subscnbe to this Feed..
Department: VMTKE!

Feed Discovery »

Windows Update

Developer Tools F12

Internet Options

On the dialog pop up window that appears, proceed as shown below.

p= = : 5
& https://vmike.ca.vodafone.com/certsrv.

ol w e - OB WS DO . e

@3Safeweb~ @) WenttySafe -

& Vodafone MT KE 2009
*  Norton ~

Vodafone MT KE 2009 - Certification Authority

SSL Client Certificate Request ‘
WARNING: You are not using Internet Explorer. This application will not work

correctly. W 3 P

Check Existing Request:

ﬁ You can add and remove websites to be displayed in
A

View the status of a Compatibility View.

Submit New Request:

Name: PO e wens Click on Add in order to
E-Mail: odanes ) Add add the vodafone.com
Company- Websites you've added to Compatibility View: webiste
|

Department: VMTKE \ Remove |

Include updated website lists from Microsoft
Display intranet sites in Compatibility View
[ Display all websites in Compatibility View

[ Close =8 Click on Close
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1.2 You will then be directed to the homepage of the Managed Services, Vodafone MT
Certificate Authority as shown below.

Vodafone MT KE 2009 - Certification Authority

SSL Client Certificate Request ‘
Check Existing Request: vodafone
View the status of a pending certificate request

Submit New Request: Web Access Confirmation . |

Mame:

E-Mail: < This Web site is attempting to perform a digital certificate operation on

B your behalf:
Company:
Department: VIMTKE https://fvmtke.ca.vodafone.com/certsrv/
s You should enly allow known Web sites to perform digital certificate
Submit > operations on your behalf.
Do you want to allow this ocperation?
Yes | Mo I

Click on ,yes"®, as shown.

1.3 To request for a new certificate, fill in the following details in the form as shown
below; your certificate application shall be denied if you fill incorrect or invalid
details e.g. a single name, invalid email or incorrect organization name.

Vodafone MT KE 2009 - Certification Authonty

SSL Client Certificate Request ‘

Check Existing Request vodafone
View the status of a pending certificate request

Submit New Request:

Hame: _l Full Names: [example: John Smith
E-Mail: _| Email: [example: mith@m-pesa.com]

Company: M
Depariment: VMTKE Company: [example: Safaricom]

Ignore department, don’t change it, leave it as VMTKE.
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1.4 Personal and Company details will be entered as detailed above. These will be used to
\t/)erlfy thaft oufshould be given access to the system. Then Click on the Submit > button at the
ottom of the form.

Vodafone MT KE 2009 - Certification Authonty

SSL Client Certificate Request ‘

Check Existing Request: vodafé:ne

View the status of a pending cerificate request

Submit New Request:

Mame: John Doe
E-Mail: Jdoe@abc.com
Company: ABC Importers Limited

Department: VIMTKE J Click Submit

1.5 A warning prompt will appear asking you to confirm that you want to proceed with the
request for a certificate as shown below: Click on Yes

, f
e

& This Web site is attempting to perform a digital certificate operation on
Llé; your behalf:

https://vmtke.ca.vodafone.com/certsrv/

You should only allow known Web sites to perform digital certificate
operations on your behalf.,
Do you want to allow this operation?

) -

1.6 You will be presented with the following message confirming that your certificate
application has been received:
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Microsoft Actve Directory Cetfcate Sences ~ Vodafane MT KE 2003

Centificate Pending

Your certficate request has been received. However.you must wai for an adminstator tossue the certficate jou requested.

YourRequisiis 72200, g
Please retum o s we s ina day or o o refneve your ceriicate

Note: You must rtum wih this web rowser vithin 10 days o rinize yaurcartcate

1.7 It usually takes 24-48 hours for your certificate to be issued to you by M-PESA I.T. Kindly
be patient as the request is processed, check back anytime within this period in order to
complete the installation.

NOTE:

+ Do not delete browsing history, cookies, cache nor Reset your internet explorer settings
after this application as this will delete the certificate application and you will be forced to
repeat the process. It's alright to close the browser or even shut down the computer
once done with the application.

% Ensure you check back on the status of this certificate application and finish installing it
within 10days otherwise; the certificate will expire and automatically disappear, forcing
you to repeat the application process.

« Remember to request for latest password for the week in case your application and
installation fall on two different weeks.
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CHAPTER 2: INSTALLING M-PESA CERTIFICATE

2.1. How to Download and Install a Certificate.
After a day or two you will be required to return to the certificate request website below, to
check if the certificate has been issued:

https://vmtke.ca.vodafone.com/certsrv

Fill in the following login details to access the Certificate Authority Website.

a) Username: kecertenroll
b) Password: xxxxx (This Password is Changed every week, for the latest one, send an
email to M-PESABuUsiness@safaricom.co.ke or call 0722002222)

& Google - Windows Internet Explorer

@ L\ B |g https:/wmtke.ca.vodafone.comy/certsre =~ % |"'1'| < | |E’ Google

i Favorites i_# Connecting... i~ B - dés ~

+You Search Images Maps Play YouTube MNews Gmail More ~

c A fag
Windows Security IEI - ‘

Connecting to vmtke.ca.vodafone.com.

| kecertenroll |

| J [eecescacane |
1 Domain: SAFARICOM

7] Remember my credentials

Adhvan

Langu

[ oK | [ cancel |

2.2 You will then be directed to the home page of the Managed Services, Vodafone MT
Certificate Authority as shown below;

Vodafone MT KE 2009 - Certification Authority Home

SSL Client Certificate Request ‘

Check Existing Request: vodafone

View the status of a pending certificate request _

Submit New Request:

Name:

E-Mail:

Company:
Department: VMTKE
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2.2 Under the heading “Check Existing Request”, click on the link titled: View the status of a
pending certificate request.

2.3 A new web page will open. Click on the link as shown below.

=
=3
El
®

Microsoft Active Directory Certificate Services — Vodafone MT KE 2009

View the Status of a Pending Certificate Request

Select the certificate request you want to view:
Client Authentication Cerificate (Wednesday September 25 2013 12:39:34 PM) _

2.4 If the certificate has not been issued, you will see the message below.

Microsoft Actve Directory Certificate Senvices - Vodafone MTKE 2009

Certificate Pending

Your certficate request s still pending. You must wait for an administrator fo sste the certficate you requested.

Please refum to his web site Ina day or two to retieve your certficate.

Note: You must retum with this web browser wihin 10 days to retrieve your certficate

- Remove this request from your st of pending requests.

2.5 If the certificate has been issued, you will be given the option to install the
certificate. Click on the link titled: Install this certificate
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If the certificate has been issued, Click on the option “Install this cerifcate”

Vodafone MT KE 2009 - Cettification Autharity

Certificate Issued ‘

The certificate you requested was issued to you. vodafone
E Instail this certificate < u_—_—— 8

- Remove this request from your list of pending requests.

A Web Access confirmation warning will appear asking you to confirm the operation.
Click on ,yes’

r = M
T R

¢ This Web site is attempting to perform a digital certificate operation on

'S your behalf:

https://vmtke.ca.vodafone.com/certsrv/

You should only allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?
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Click on “install this CA certificate’

Vodafone MT KE 2008 - Certification Authorit fome
Certificate Issued ‘ )

¢
The certificate you requested was issued to you. vodafone

Install this certificate

This CA is not frusted. To trust certificates issued from this certification authority
[This CA certficate = —

] Save response

- Remove this request from your list of pending requests.

It will prompt you to open or save the file. Click on open.

Vodafone MT KE 2009 - Certrfication Authority 0% of certnewcer from vmtke.cayodafone com Compl... | = || @ [ 22

=|

Certificate Issued

it i De you want to open or save this file?
The certiiicate you requested was issued to you.
Name: certnew.cer

Instal this certificate S L Type: Security Certificate, L31KB

From: vmtke.ca.vodafone.com

This CA s not trusted . To trust certificates issued from this certifical
this CA certificate -[ Open | [ Save | [ Cancel |

[T1Save resporse

2 Whie files fron the Intemet can be useful, this file type can
@ potentially ham your computer. If you do not trust the source, donat |

Remove | - Remove this request from your list of pending requests. open or save this softwars. What sthe rsk?
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Once open, select 'install certificate’

Bereral | details | Certfication Path|

i |1 TNermal | TNcSpaci. llzadingl  lleading 2 Title
‘ m Certificate Information - |
¢ == ‘Paragmph Styles.
Thiis CA Rool verlificate is nol Lrusled. To enable Lrust, I
install this certificate in the Trusted Root Certification
Authorities store. res st Mt o sk 0F perching rogests
Issued to: Vodafone MTKE 2009 = @ b e e 0o G- X
s
Be:\oi\!;;hd!&.l —
Issued by: vodafone MTKE 2003 [ —r—r— T 5]
e BRI -
T Y S S S T doon
Vakdfom: 25:30g:09 t0 (26 rebr o B TR 7 sos - T

gt Vs Font B

- teme e e

Learnmore about portificsted

e ont wars i

A window will open as below. Click ,next".

Welcome to the Certificate Import
Wizard

Thie wizard helpe you copy cartificates, certifcate tust
lists, and certifcate revocation ists frem your disk to a
certificate store,

Acerlificate, whidy is issued by a ceor Bication suthaily, is
a confirmation of your identizy and cortains informatior
used to arotect dzta or to establisk secure network
connzctions, A certificate store s the systemarea vhe'e

)
 Tis bt comeaben iivadt tis ok Costibecs) a1 SIS
e e sy e e st

o et { O ]

_ Safaricom

certificases are kept,

To continue, dick Next.

o] (o
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Click on ‘place all certificates in the following store” then select ‘“Trusted Root
Certification Authorities’

'8
Certriiczte .mpor Wizard
Certificate Stors
Ceriificate stores are system areas woerz certificates arekept.

\Vindows can autometically select a certificate store, o you can specify a beation for
the zerificate,

1 Automatically select the cerdficate stcre based on the typs of certificats

I o Fc: o ceeesin e o e

Cﬁﬁal‘:s{q&:

Learnmere abaut certficate stores

<kt || text> [ cod |

Click on ‘next’

Certificate stores are system areas whers certificates sre kept.

Windows ran antnmatically select a certificate store, o yat can specify & lheation fre
the cerdficate.

1 Automaticaly select the cerificate stere based on the typs o” certificats
@ Flace al certificates in the following store

Getulsisan G
Trusted Root Certifcation Authorities Browse... 1 EI [ Disconnect I

Learn mere about cartficste stores

Then “finish’ the process.
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Complating the Certificate Import
Wizard

The certificate wil be imporaed aftar you dics Mish,

w2 » Safarico

You have specified the following settings:
Certificatz Sore Selectad by Liser REFH I {E) e
Content Tertificate
‘ 1] il '

‘[ Foh ] [t ]

You will then get a prompt asking you if you are sure you want to install the certificate.
Click in ,yes"

You are abou: to install a cerificate from a certfication authority [CA)
caiming to represent:

Vodatone M1 KE 2009

Windows cannot validate thzt the certificate is actually from “"Vodafone
MT KE 2003", Yua should confinn i vigin by contacting "Vodafone
MT KE 2003". Thz fulluwing nuriber will assisL yuu in this process:

=St
Thumbprint (shcl): 4ACOASCO 02BC4SE2 1EAFESO7 S4FB478F 8107712C
Fear Warning:
= T your install this ront cert ficate, Wndows will autnmatically tnist any

certificate issued by th's CA. Inszalling a certficate with zn unconfirmed
thumbprirt is a security risk. If you click "Yes" you ackncwledge this
risk.

Do you want o install this certificate?
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Certificate | £ | 9 .
l{e Microsoft Active Directory ... = | (25 M-PESA

General | Details | Certification Path

e traini... [27 WALDEN > Log In I Jehovah Na God-

@n | Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Vodafone MT KE 2009
rtification authority, install this CA cedificat

Certificate Import Wizard

Issued by: Vodafone MT KE 2002

valid from 3/ 26/ 2009 to 2/ 25/ 2022 .
@ The import was successful.
Install Certificate. .. Issuer Statement |
Learn more about certificates

The certificate is now imported. Next Final Step is to install it...
Go back to the certificate request website and click on install the certificate as below;

Vodafone MT KE 2009

Certificate Issued ‘ )

The certificate you requested was issued to you. vodafone

i flinstall this certificate ]—

This CA s nottrusted. To trust certificates issued from this certification authority, install
this CA certificate

[7] Save response

Remave | - Remove this request from your list of pending requests.
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You will be directed to the page below.

Vodafone MT KE 2009 - Certification Authority

|
' Certificate Installed ‘
y

‘ Your new certificate has been successfully installed. vodafone

You will be able to login to the M-PESA site via the below URL; https://org.ke.m-pesa.com

b o
G - |- mrrrrErm - & 8] > x B coogte s -
{; Favorites }.o M-PESA ‘7‘ E} v y 3 @ v Page~ Safetyv Tools v @v

Mm-+PESA

Organization Portal

Language: English v

Short Code: ‘ ‘

User Name: l l

Password: l l Forgot password?

Verification Code: .4:_3.§Q O =

== (SafaricBem | neren
Copyright @ Huawei Technologies Co., Ltd. 2013-2014. All rights reserved.

Your current browser:Microsoft IE 7.0. The recommended browsers are 1E8.0, Chrome2X, and later versions.
Recommended screen resolution: 1280 x 768 or higher.

< i | ’
Done € Internet | Protected Mode: Off fa v ®105% ~
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